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Abstract—Online participations are gaining more momentum
in recent years. Different tools for participation exist; however,
often they support only one level of participation such as
information, consultation or cooperation. What is missing
so far is a secure and flexible tool that can be used for
multiple purposes. In this paper, we propose an application
that supports multiple levels of participation for participation
procedures. Furthermore, privacy and security by design were
incorporated into the software engineering process in order to
make security and privacy top priorities from the beginning.
In particular, the authentication of participants was a core
concern in the implementation. In order to enable a low
threshold for participation, we decided to offer the use of
various electronic identities (eIDs) to the participants (e.g., by
social eIDs or state-based eIDs). With this tool, we expect to
increase the trust between operators and participants in online
participations.

1. Introduction
Electronic, participatory processes are ICT-supported
participation procedures (notably in political decisionmaking processes) within society. The underlying ICT is
important for the acceptance and participation in electronic
processes [1], [2]. Hence, the decisions for information system design (e.g., architecture, software engineering tools and
methods) and furthermore the concrete information system
implementation (e.g., choosing data formats and protocols)
have critical impact on the resulting e-participation solutions.
Furthermore, the technology has an impact on the participation procedures itself and the participants. Trust can
play a significant role for (electronic) participation initiatives
(e.g., [3], [4]). For example in [5], a security analysis
is performed to identify potential risks and shortcomings
that could affect the trust of people towards e-participation
initiatives. In fact, the authors define security requirements

and preventive measures to minimize the risk of exposure
and to enable “trust by design”.
Our approach aligns with these considerations. In this
paper, we aim to address these security and privacy challenges in order to establish a secure and privacy-aware tool
for e-participation. In particular, we describe and analyze
requirements and design considerations for secure online
participation. Furthermore, we will elaborate on privacy and
security by design for e-participation. Based on these findings, we designed and developed a secure and privacy-aware
architecture that is demonstrated with a proof-of-concept
prototype. With the implementation, we aim to increase
trust between operators and participants and to provide a
secure infrastructure participatory processes. Furthermore,
maintaining a privacy-aware and secure platform will minimize threats and risks of attacks or misuse and increase the
trust in technology and the e-participation ecosystem.
The rest of this paper is structured as follows. Section 2
describes the main requirements and design considerations
for secure online participation such as how security and
privacy by design principles where established. Section 3
provides an overview of the architecture and the proof-ofconcept prototype. Section 4 concludes the paper.

2. Design Considerations for secure Participation
Secure information system design is a key factor for
establishing trust between operators and participants in eparticipation[5]. In this section, we will elaborate on our
design for secure participation.

2.1. Requirements
With our design, we aim to address the following requirements that were derived in the project consortium
based on business needs, experience and expertise within
the consortium:
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TABLE 1: Levels of Participation (based on [6])
No.

Participation level

1
2

Information
Consultation

Examples

Provision of information
One- or two-way communication
and ratings (e.g., liking or disliking)
3a
Co-operation
Collaborative preparation of results
3b
Co-decision
Vote on results or implementations
(not legally binding)
4
Decision*
Legally binding decision
* Note that we do not support participation level decision in our tool.

I Provide multiple levels of participation: The first
requirement is the support of various levels of participation such as shown in Table 1. Operators of participatory processes should be able to specify phases
within one participation procedure. These phases have
one level of participation such as consultation or cooperation. Furthermore, a period of time should be defined
for each phase.
II Support authentication with various eIDs: The platform should support various eIDs that citizens could
use to get involved; the identity has to be suitable to
the level of participation while preserving a low participation threshold and maintaining security and privacy
requirements. For example, the levels information and
consultation might require no authentication (no eID)
or authentication by social eIDs [6]. However, other
levels such as co-decision might require an eID with a
higher assurance level (such as state-based eIDs).
III Maintain security and privacy by design: In particular, ensuring the identification and authentication
of participants is important to establish reliability and
trustworthiness between operators and participants.
IV Ensure interoperability to existing identity solutions:
It is further important to ensure interoperability with
already existing eIDs and services in order to facilitate
reuse and enable citizens to use eIDs they already have.
This can further enable a low threshold for participation.
V Adhere to legal regulations: In particular the eparticipation system has to comply with data protection
law and fulfil the legal requirements for the intended
e-participation, if such requirements exist.

2.2. Administrative and Participant Perspective
Furthermore, two perspectives should be supported by
the tool for online participation:
•

The participant perspective provides features for the
participatory processes and providing multiple levels
of participation such as information, consultation,
coordination and co-decision. Participants can get
involved in participatory processes. In order to access certain processes, participants may or may not
have to authenticate themselves with an eID. This is
specified in the participatory process.

•

The administrative perspective enables the organizers of the participatory processes to design and specify the planned participatory processes. Each participatory process can contain several phases (e.g.,
information, consultation). For each phase, admins
can specify parameters such as start and end date,
description, and level of assurance.

2.3. Use Cases
The proposed tool is designed to support different participation procedures throughout various levels of participation.
However, to demonstrate our approach, we specify two
concrete scenarios that the tool supports:
1) Design of a square: Citizens are informed (information) and can suggest ideas how a town square should
be refurbished. After an idea phase (consultation), local citizens my vote for their favorite decision (codecision).
2) Establishment of a pedestrian area: Citizens can
inform themselves (information) and comment and discuss the transformation of a street into a pedestrian area
(consultation) and can later vote for or against it (codecision).
3) Co-creation of house rules: Tenants of a house can
cooperatively create (co-operation) and discuss (consultation) a list of house rules.
4) Works council election: Employees of an enterprise
can elect a works council.
However, these two scenarios are not the only ones that
our tool supports. In particular, the flexible and general
approach may support much more diverse scenarios.

2.4. Privacy and Security by Design
In order to adhere to legal regulation but also beyond
that requirement the system is designed along the principles
of security and privacy by design. This means to address security, privacy and data protection already during the design
and software development phase as a whole rather than to
build necessary measures on top of a ready-made system [7].
For this purpose a SCRUM-based privacy and security by
design software engineering process was developed, which
is described in [8].

3. Implementation
The aforementioned requirements and design principles
directly influenced the design and implementation of the
e-participation platform. In particular, we designed several
components that will establish the privacy by design principles. The first component checks and verifies the identities used within the participation platform. The second
component provides all functionality necessary for online
participations. The advantages are that data is only requested
according to the level of assurance (LoA). The LoA refers
to the required quality of user identification. LoA 4 is the

highest level and guarantees an identity verified by the state,
LoA 1 includes social IDs (e.g. Facebook), LoA 2 applies
to reputation based IDs, LoA 3 refers to application specific
user management (e.g. Microsoft Active Directory) and LoA
0 indicates no identification is required.

not only privacy in online participations but also enables
the participant to identify which data is requested in what
participations. For example, if the e-participation platform
requires further data such as age or location, the participant
will receive a notification during the identity check and
verification.

3.1. Architecture
The architecture contains two components as shown in
Figure 1:
•

•

The e-participation component provides all functionality for online participation. Four levels of participation (i.e. information, consultation, cooperation
and co-decision) are supported. In case of information (and consultation) no authentication is required.
However, for all other levels authentication can be
mandatory. In this case, the e-participation component makes a specific authentication request with a
specific LoA.
The identity component verifies the identity of the
participant and returns an anonymized ID specific
for participation.

Authentication request

Identity
component

Identity
providers

E-participation
component

Anonymized ID specific for
participation

Figure 1: Architecture
Figure 2 displays the authentication procedure in more
detail. It can be seen that (1) the participant wants to take
part in an online participation. If authentication is required,
(2) the e-participation component checks the required LoA
and (3) requests an ID from the identity component. The
identity component (4) suggests authentication methods to
the user. The user selects a method and (5) authenticates.
The authentication procedure itself (5a) is performed at an
identity provider (such as Facebook, Twitter and others)
and a confirmation is returned (5b). If the authentication
was successful, the identity component (6) provides an
anonymized ID to the e-participation component. Finally,
(7) the user can participate (e.g., write a comment or rate a
comment).
2. checks required LoA
3. requests ID
5a. user authenticates
at identity provider
5b. component receives
confirmation of
successful authentication

Identity
component

6. provides anonymized ID
4. suggests
authentication method
5. authenticates

7. participates

E-participation
component

1. wants to participate

Figure 2: Authentication procedure
Furthermore, no personal data is stored in the eparticipation platform. The identity is not known by the eparticipation component and the specific participation activities are unknown to the identity component. This ensures

3.2. Proof-of-concept Prototype
A prototype has been implemented to proof feasibility
of the concept introduced before. Both the e-participation
component and the identity component have been implemented as two independently hosted web applications based
on Microsoft’s ASP.NET MVC framework with Bootstrap
for CSS presentation and AngularJS for smooth user interaction. The identity component additionally makes use of
the IdentityServer3 framework for the implementation of the
OpenID Connect protocol and MOA-ID for the integration
of the Austrian Citizen Card (Bürgerkarte).
Whereas the e-participation component provides the
main user interface to interact with, the identity component
will hardly be noticed by the user at all, as it only provides
a selection of identification providers, redirects to the selected identity provider and then back to the e-participation
component, where the user can participate in various levels
of participations as described before (see Table 1).
An organizational administrator can create or modify
online participation processes and their phases in the administration part of the e-participation component (see Figure 3)
and assign an appropriate LoA. Whenever a user wants to
participate, the LoA for that phase and higher are computed
to offer the corresponding identity providers.
With the prototype, we demonstrate not only that we
fulfilled all requirements (see Section 2.1):
I Our prototype supports the participation levels information, consultation, co-operation and co-decision. With
this set of participation levels, a vast amount of diverse
participation procedures can be supported and proves
to be flexible.
II Administrators can predefine a set of eIDs that can be
used not only within a participation procedure but also
specifically for each phase (information, consultation,
co-operation and co-decision).
III Security and privacy were a top priority from the beginning and we specifically used a software engineering
process that included these aspects (see [8], [9]).
IV We provide interoperability to already existing eIDs.
In particular, we provide access to state-based eIDs as
well as social IDs (e.g., Facebook, Twitter).
V During the design as well as the engineering phase,
legal guidance identified potential chances and pitfalls
during the development in order to avoid legal complications. In addition, we analyzed current practice of
data use in participation procedures [10].

Figure 3: Screenshot of administration interface (April 2016)

4. Conclusion
This paper introduced and described the design and
development of a comprehensive, secure and privacy-aware
application for online participations. We analyzed and reviewed the main challenges and requirements for the design
and development of an e-participation tool that provides
flexibility while preserving fundamental security and privacy
principles. Furthermore, we outlined the overall architecture
and displayed how this has been adapted into a proof-ofconcept prototype.
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